3apeructpupoBaHo B MuHtocte P® 19 cbepansa 2010 r. N 16456

®ENEPAIIbHAA CITYXBA NO TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOIJIO

NPUKA3
ot 5 ¢heBpans 2010 r. N 58

OB YTBEPXOEHUU NOJIOXXEHUA
O METOOAX M CMMOCOBAX 3AWNTbI UHOOPMALIMY B UHOPOPMALIUOHHbBIX
CUCTEMAX NEPCOHAIIbHbIX AAHHbIX

B cootBeTcTBUM C nyHKTOM 3 NonoxeHnsa o6 obecneveHun 6e30nacHOCTM NepPCOHanbHbIX AaHHbIX
npy wux obpabotke B WMHEPOPMALMOHHBIX CUCTEMAX MEpPCOHamnbHbIX AaHHbIX, YTBEPXOEHHOro
MoctaHoBneHnem [lpaButenbctBa Poccuiickon degepaumm ot 17 Hosidps 2007 r. N 781 (CobpaHue
3akoHogartenbcTBa Poccuiickon ®epepauun, 2007, N 48, cT. 6001), npunkasbiBato:

YT1Bepautb npunaraemoe [lonoxeHne o MeTogax W cnocobax 3awuTbl WHdOpMauun B
VMHEOPMALIMOHHBIX CUCTEMAaX NEPCOHANbHbIX OAHHbIX.

IOunpektop PepepanbHOM CNyxObl
Nno TEXHUYECKOMY

N 9KCMOPTHOMY KOHTPOSO
C.rPUIrOPOB

MpunoxeHue
Kk Mpukaszy PCTOK Poccum
oT 5 deBpans 2010 r. N 58

MNONOXEHNE
O METOOAX M CMMOCOBAX 3AWNTbI UHOOPMALIMY B UHOPOPMALIUOHHbBIX
CUCTEMAX NEPCOHAJIbHbIX OAHHbIX

|. O0Lwme nonoxeHus

1.1. Hactosawee [llonoxeHne paspabotaHo B cooTBeTCTBUM C [lonoxeHmem 06 obecneveHuu
©e30nacHOCTU NepcoHarnbHbIX AaHHbBIX NpY UX 06paboTke B MHGPOPMALMOHHBIX CUCTEMAX NEPCOHAbHbIX
AaHHbIX, yTBepXaeHHbIM MocTaHoBneHneM MNpaBuTtensctBa Poccuiickon ®egepaumm ot 17 Hosbpa 2007
r. N 781 (CobpaHue 3akoHopaTenbctBa Poccuiickon ®Pepepaummn, 2007, N 48, ct. 6001), 1
yCcTaHaBnvMBaeT MeTodbl M cnocobbl 3awmMTbhl  MHOPMaUMK, MpUMEHsieMble aOns  obecneyeHus
©e3onacHOCTM NepcoHarbHbIX AaHHbIX NpU X 06paboTke B MHPOPMALMOHHBIX CUCTEMAX NEPCOHArbHbIX
OaHHbIX (Oanee - WHMOPMAUMOHHbIE CUCTEMbI) FOCYAapCTBEHHbIMU OpraHamu, MyHULMNanbHbIMA
opraHamu, puanyeckumn nnu U3NYECKUMU NuLaMy, OpraHusylowmMMn 1 (MnuM) OocyLecTBASLWMMU
06paboTKy nepcoHanbHbIX AaHHbIX, a TaKke onpedensloWVMW uUenu wn cogepxaHue obpaboTku
nepcoHanbHbIX AaHHbIX (ganee - onepartop), UNKn NUMLOM, KOTOPOMY Ha OCHOBaHWUW JOroBopa onepatop
nopy4vaet o6paboTKy NnepcoHanbHbIX AaHHBIX (fanee - yNosIHOMOYEHHOE N1LO).

B HacToswem T[lonoxeHun He paccmaTpuMBalOTCs BOMpocbl obecneveHus 6Ge3onacHoOCcTU
NepcoHanbHbIX [OAHHbIX, OTHECEHHbIX B YCTAaHOBIIEHHOM MOpPsSAKe K CBEOEHUSAM, COCTaBMSOLMM
rocygapCTBEHHYIO TalHy, a TakkKe BOMPOChbl NMPUMEHEHUS KpunTorpadmMyeckMx MeTogoB M cnocoboB
3aLWnTbl HOPMaLUN.

1.2. K meTogam u cnocobam 3amTel MHpopmaumy B MHOPMaLMOHHBLIX CUCTEMAX OTHOCATCS:

MeToAabl M crnocobbl 3awuTbl MHopMauun, obpabaTbiBAEMON TEXHUYECKMMU CPeACTBaMU
WH(POPMALIMOHHON CUCTEMBbI, OT HECAHKUWOHWMPOBAHHOrO, B TOM 4uUCMe CcrnyyawHoro, AocTyna K
nepcoHanbHbIM  OaHHbIM, pe3ynbTaTOM KOTOPOrO0  MOXeT CTaTb YHUUTOXEHWE, U3MEeHeHue,
OnokmpoBaHuMe, KOMUPOBAHWE, pPaCMpPOCTPAHEHME MEPCOHAmNbHbIX [aHHbIX, a TaKKe  WHbIX
HECaHKUMOHMPOBAHHbLIX OEeNCTBUA (ganee - MeToAabl WM CnocoObl  3awuTbl  MHGOPMauMM  OT
HECaHKLMOHMPOBAHHOIO JOCTYNA);

MEeTOAbl M CMOCOObI 3alWnThl pedYeBon MHopMauun, a Tarke MHPOpPMaumMK, NpeacTaBneHHON B
BMOE WHMOPMATUBHBIX SNEKTPUYECKUX CUrHAmNoB, (U3MYECKNX MONEN, OT HECaHKUMOHMPOBAHHOIO
OOCTyna K TMepCcOoHamnbHbIM  [AaHHbIM, pPe3ynbTaTOM KOTOPOro MOXeT CTaTb  KOMMpOBaHUe,
pacnpocTpaHeHue nepcoHarnbHbIX OaHHbIX, @ TaKKe MHbIX HECaHKLUWOHWPOBAHHLIX OENCTBUIA (danee -
MeToZAbl U CNocoObl 3aLWmThl UHAPOPMALMKN OT YTEYKU MO TEXHUYECKMM KaHanam).



1.3. [Ina BeiboOpa u peanunsaumMm METOLOB M CNOCOOOB 3awwmThl MHpopMaUnM B MHpOPMaLIMOHHOM
cucTtemMe onepaTopoM UMK YNONHOMOYEHHbBIM NMLOM MOXET Ha3HayaTbCH CTPYKTYpHOe nogpasgeneHve
UM OOJPKHOCTHOE Nuuo (paboTHUK), OTBETCTBEHHblEe 3a obecneveHne 6e30MacHOCTM NepcoHarbHbIX
AaHHbIX.

Ons Bbibopa M peanu3auum MeTOOOB U CMOCOOOB 3alWnTbl MHOPMaUUn B UHEHOPMaLMOHHOM
cucTeMe MOXET MPUBIEKaTbCA OpraHusauumsl, umetlowass ogOpMIIEHHYO B YCTaHOBMIEHHOM Mopsigke
NUULEH3NIO Ha OCYLUeCTBNEHWe [OeATEeNbHOCTM MO  TEXHUYECKOW 3alumMTe  KOHuAeHUMansHon
WHopmauun.

1.4. Boibop u peanusauma meTodoB M CnocoboB 3alimTbl MHOPMaUUU B WMHEGOPMAaLMOHHON
CUCTEME OCYLLECTBMSIOTCS Ha OCHOBE ornpeaensieMbiXx onepatopomM (YNOMHOMOYEHHbIM MULIOM) yrpo3
©e3o0nacHOCTU nepcoHarnbHbIX AaHHbIX (MOAEeNu yrpo3) U B 3aBUCMMOCTM OT Knacca MHAOpPMaLNOHHOM
CUCTEMBI, ONpeaeneHHoro B cootTeeTcTaun ¢ [Nopsagkom npoBeaeHus Knaccudumkaumm MHopMaLNoHHbIX
CUCTEM MNeEepCOoHanbHbIX AaHHbIX, YyTBepXaeHHbiM [Mpukazom PCTIK Poccumn, ®CB Poccum un
MuHuHgopmessn Poccum oT 13 deBpans 2008 r. N 55/86/20 (3apernctpupoaH MuHoctom Poccum 3
anpens 2008 r., peructpaunoHHbin N 11462).

Mogenb yrpo3 paspabaTbiBaeTcd Ha OCHOBE METOAMYECKUX [OKYMEHTOB, YTBEPXKAEHHbIX B
COOTBETCTBMM C NyHKTOM 2 [NocTaHoBneHus MNpaBuTtenbctBa Poccuickon ®epepauum ot 17 Hos6pst 2007
r. N 781.

1.5. BblbpaHHble U1 peanu3oBaHHble MeTOAbl M Cnocodbl  3awmMTbl  UHOpMauum B
WH(OPMALIMOHHOM cUCTEME [OOIDKHbI  obecneumBaTb HeWTpanu3auui npegnonaraemblx  yrpos
Bes3onacHOCTN NepcoHanbHbIX AaHHbIX NpyU Ux 0bpaboTke B MHEPOPMAaLMOHHBLIX CUCTEMax B COCTaBe
co3aBaemMon onepaTtopoM (YNosIHOMOYEHHbIM MULIOM) CUCTEMBI 3aLLUThI NEPCOHAanNbHbIX AAHHbIX.

[I. MeToapb! 1 cnocobbl 3aWuUThl MHGOPMaL UK
OT HECaHKLMOHMPOBAHHOIO AOCTYNa

2.1. Metogpamm wn crnocobamu 3aWnTbl MHGOPMALUM OT HEeCaHKUMOHUPOBAHHOIO AocTyna
SABMSAOTCS:

peanu3auns paspeLumMTeNnibHON cucTembl Aonycka nonb3oBaTtenen (obcnyXmnsatoLero nepcoHana)
K WH(OpMaUMOHHBIM pecypcam, MHPOPMALMOHHOW CUCTEME U CBSA3aHHbIM C €€ MWCMNOoNb30BaHUEM
paboTtam, JOKyMeHTaMm;

orpaHu4eHue JoCTyna nonb3oBaTenen B MOMELLEHUs, TOe pasMeLleHbl TEXHUYECKNEe CpencTBa,
NMoO3BOMAIOLINE OCYLLECTBNATE 00paboTKy MNepCoHanbHbIX AaHHbIX, @ TaKkKe XPaHSATCS HOCUTENU
WHpopmauuu;

pasrpaHudeHne OoCTyna nonb3oBaTenen u obcnyXuBawLlero nepcoHana K MHMOPMAaLMNOHHbLIM
pecypcam, nporpaMMHbIM cpecTBaM 06paboTku (Nnepegayn) v 3awmnTbl HOPMaLNK;

peructpaumMs  OeWCTBMA  Monb3oBaTenen U1 0b6CNyXKMBalLWEero nepcoHana, KOHTPOIb
HECaHKUMOHMPOBAHHOIO 4OCTyna W [OEWCTBUA Mofb3oBaTenen, OOCNYyXUBAIOLWEro MepcoHana u
NMOCTOPOHHMX NNLL;

YyYeT N XpaHeHNe CbEMHbIX HOCUTENEW MHopMaLmMn u nx obpalleHre, UcKyarLee XuLeHme,
NOAMEHY M YHUYTOXEHME;

pe3epBUpOBaHME TEXHUYECKUX CPEACTB, AYyONMpoBaHMEe MacCMBOB M HOCUMTENEN nHpopmaunu;

MCNONb30BaHNE CPeacTB 3aliuTbl UWHOpMauuMW, npowenmnx B YCTAHOBMNEHHOM Mopsake
npoLieaypy OLEHKN COOTBETCTBUS;

NCMonb30BaHMe 3alMLEHHbIX KaHarnoB CBA3W;

pasmelleHne TEeXHUYECKUX CpeacTB, MO3BOMSALIMX OCYLWECTBMASATbL 00paboTKy nepcoHanbHbIX
AaHHbIX, B Npeaenax oxpaHsiemMon TeppuTopuu;

opraHusaums  (U3MYEcKon 3alunTbl MOMELLUEHMIA U COOCTBEHHO TEXHUYECKUX CPEACTB,
NO3BOMISAOLLMX OCYLLECTBNSATL 00paboTKy NepcoHanbHbIX AaHHbIX;

npeaoTBpalleHne BHeEApPeHUs B MHGOPMALMOHHbIE CUCTEMbl BPEOOHOCHbLIX Mporpamm
(MporpamMM-BMpYCOB) U MPOrPaMMHbBIX 3aKagok.

2.2. B cucteMe 3aWuTbl NEPCOHarnbHbIX AaHHbIX MH(OPMALMOHHOMW CUCTEMbI B 3aBUCUMOCTU OT
Knacca WH(OPMALMOHHOM CUCTEMbI U WUCXOAS U3 yrpo3 ©0e30MacHOCTU MepPCOHanbHbIX AaHHbIX,
CTPYKTYPbl MHGOPMALMOHHON CUCTEMBI, HANTMYMS MEXCETEBOrO B3aMMOAENCTBMSA U PEXNMOB 06paboTkm
NMepcoHarnbHbIX [AaHHbIX C WCMOMb30BaHMEM COOTBETCTBYIOLLMX METOOOB UM CMOCOOOB  3aluThbl
WHpopMaLMM OT HECaHKLMOHMPOBAHHOIO LOCTyNa peanu3ylTcss (OYHKUUKU ynpaBreHus OOCTYMOM,
perncTpaumm n yyeta, obecneyeHnsi LENOCTHOCTU, aHanu3a 3almLeHHoCTH, obecneyeHnss 6esonacHoro
MEXCEeTeBOro B3aMMOAENCTBMSA N OBHApPYXEHUSA BTOPXKEHWNA.

MeToapbl 1 cnocobbl 3awuTbl MHpOPMaLUUN OT HECAHKLMOHMPOBAHHOIO AocTyna, obecnednBatoLme
YHKUMN  yrNpaBrneHuss LOCTYNoMm, perncrpauum un ydeta, obecneyeHuWs LENoCTHOCTW, aHanuaa
3aumueHHocTn, obecrneyeHns 6e3onacHOro MeceTeBoro B3auMoeNcTBUs B 3aBMCUMOCTU OT Knacca
VMHOPMALIMOHHOW CUCTEMBI OMPEAENAIOTCSA ONepaTopoM (YNONTHOMOYEHHbLIM fIMLOM) B COOTBETCTBUU C
NpUnoXeHneM K HacTosiLemy NonoxeHuto.



2.3. B MHGOPMAaLMOHHBIX cucTemax, VMELMX noaxnoyeHne K
VMHOPMALMOHHO-TENEKOMMYHUKALMOHHBIM CETAM MEeXOyHapOA4HOro UHopmaunoHHoro obmeHa (cetsam
CBSA3M O6LLEero nofb3oBaHWs), UM Npyu PYHKLUMOHMPOBAHMU KOTOPbIX NPedyCMOTPEHO WUCMONb30BaHWe
CbEeMHbIX HocuTenen nHopmaLmm, UCNoNb3yTCS CPeacTBa aHTUBUPYCHOW 3aLLmThl.

2.4. Mpun B3aMMOAENCTBUN MHGOPMAaLIMOHHbIX cuctem c
MHOPMALIMOHHO-TENEKOMMYHUKALMOHHBIMU  CETAMM  MEXAYyHapoaHOro  UHGOPMaUMOHHOro obmeHa
(ceTamun cBs3M obLuero nonb3oBaHWs) Hapsdy ¢ MetTogamu u cnocobamu, ykasaHHbIMW B MyHkTe 2.1
HacToswero [lonoxeHwsi, OCHOBHbIMM MeTodamMu W cnocobamu  3awWnTbl  UHOpMaumm  OT
HeCaHKLMOHMPOBAHHOIO AOCTYMNa ABNAIOTCA:

MEXCeTEeBOEe 3KpaHMPOBaAHME C LEnbio ynpaBneHus OOCTynoM, punbTpauun ceTeBbIX NaKeToB U
TpaHCnsLMM CEeTEBbIX aapecoB AN CKPbITUS CTPYKTYPbl MHPOPMALIMOHHOW CUCTEMBI;

obHapyxeHne BTOPXEHWUA B WH(OPMALMOHHYID CUCTEMY, HapyLlaloLWmMX WM COo34atoLLmX
NPeanocbikM K  HapyleHW YCTaHOBMEHHbIX TpeboBaHmi no obecneyeHutio 6HesonacHoOCTM
nepcoHarnbHbIX AaHHBIX;

aHanM3  3alMWEHHOCTM  MH(OPMALMOHHBIX  CUCTEM,  MNpeanonaravwuini - NpuMeHeHue
crneunanmanpoBaHHbIX MPOrpaMMHbIX cpeacTB (CkaHepoB 6e30nacHoCTK);

3awmTa nHdopmaummn nNpu ee nepegade no kaHanam ceBA3w;

NCMONb30BaHWe CMapT-KapT, 3MEKTPOHHbIX 3aMKOB W ApYrux HocuTenewn wHdopmauun ans
HagexXHon naeHTudmkaunum n ayteHTMdunKaumMm nonb3oBaTenen;

NCNoNb30BaHNE CPEACTB aHTMBUPYCHOM 3aLLNThI;

LEeHTpann3oBaHHOE YynpaBfeHue CUCTEMON 3almTbl MEPCOHANbHbIX AAaHHbIX WMH(OPMALMOHHOM
CUCTEMBI.

2.5. TlogkniovyeHne  UHMOPMAUMOHHBIX  cucTeMm, obpabaTbiBalOWMX  rOCyAapCTBEHHbIE
WHOPMALIMOHHBIE pecypcbl, K WHMOPMaLMOHHO-TENEKOMMYHUKALUUOHHBIM CETSIM  MEeXOyHapoOHoro
WHpopMaUnoOHHOro OOMeHa OcCyLecTBnsSieTca B COOTBETCTBMM C Ykasom [lpeanpgeHta Poccuiickon
depepaumm ot 17 mapta 2008 r. N 351 "O mepax no obecneyeHnto MHOPMaLNOHHOW Be3onacHOCTH
Poccuinckon ®depepaummn  npuv  UCNOMb3OBaHUM  MHEOPMALMOHHO-TENEKOMMYHUKALMOHHBIX — CeTen
MeXOyHapOo4HOro MHgopmMauuoHHoro oomeHa" (CobpaHume 3akoHogaTensctBa Poccuiickon Pepepaumm,
2008, N 12, cT. 1110; N 43, cT1. 4919).

2.6. [Ona obecneyeHnss 6e30MacHOCTM  MEpPCOHamnbHbIX  AaHHBIX  MpU  NOAKMIOYEHUM
WH(POPMALIMOHHBIX CUCTEM K WH(OPMALMOHHO-TENEKOMMYHUKALMOHHBIM  CETAM  MeXAyHapOoOHOro
WMHOPMALMOHHOrO 06MeHa (CeTam CBA3M OBLLEero nomb3oBaHWs) C LEenblo nonydYeHns obwenocTynHon
WHpopMaLMm NOMUMO METOAOB M CnocoboB, ykaszaHHbIX B MyHKTax 2.1 n 2.4 HacToswero MonoxeHwus,
NPUMEHAIOTCA  cnegylolmne  OCHOBHble  MeToabl M cnocobbl  3awmtbl  MHopmaumm — OT
HECaHKLMOHMPOBAHHOIO JOCTYNa:

dunbTpaumsa BXxoOawmMx (MCXOOALWMX) CETEeBbIX MakeTOB NO NpaBuiiam, 3a4aHHbIM OMNepaTopoM
(YNONHOMOYEHHbIM NULOM);

nepuognyecknii aHanm3 6e30MacHOCTU  YCTAHOBIIEHHbIX MEXCETEBbLIX 3KPAHOB Ha OCHOBE
UMUTaLMN BHELLHUX aTak Ha UHPOPMAaLIMOHHbBIE CUCTEMBI;

aKTMBHbIN ayauT 6e30MacHOCTU MHPOPMAaLMOHHON CUCTEMBI HA NMpeaMeT OOHapyXeHUsA B pexume
peanbHOro BpeMeHW HECAHKLMOHMPOBaHHOW CETEBON aKTUBHOCTY;

aHanu3 npuHMMaemMon no MHAPOPMALNOHHO-TENEKOMMYHUKALUNOHHBIM CETAM  MeXOYHapOOHOro
NHOPMaLUMOHHOro obmeHa (ceTsiM CBA3M 0bLLEero Nonb3oBaHWs) MHpopMaLunn, B TOM YUCTIE Ha Hanuyne
KOMMbIOTEPHBIX BUPYCOB.

Ona peanunsaumm ykasaHHbIX METOAOB M CNocoboB 3aluTbl MHAOPMALMM MOTYT NMPUMEHATLCS
MEXCeTeBble 3KpaHbl, CUCTEMbl OOHapyXeHusi BTOpPXEHWW, CpeacTBa aHanmMsa 3alULLEHHOCTMH,
crneunanvanpoBaHHble KOMMIEKChI 3aLUUThLI M aHanm3a 3alMLWLEeHHOCTU MHpopMauun.

2.7. Ona obecnedyeHnss 6Ge3onacHOCTM MNEepPCOHarnbHbIX AaHHbIX MpPWM  yAaneHHOM [OoCcTyne K
WHOPMALIMOHHOW cucTeMe 4Yepe3 UHMOPMAaLMOHHO-TENEKOMMYHMKALIMOHHYIO CeTb MEXAYyHapoOHOro
WHOpMaUNOHHOrO obmeHa (ceTb CBA3W 0OLIEro nonb3oBaHUs) NMOMUMO METOOOB WM cnocobos,
yKasaHHbIX B NyHKTax 2.1 n 2.4 HacToswwero NonoxeHus, NpPUMEHSIOTCS CriegytoLine OCHOBHbIE MeToabl
1 cnocoObl 3aWnTbl UHPOPMALIMN OT HECAHKLVMOHMPOBAHHOIO JOCTYyNa:

npoBepkKa NOANMHHOCTY oTnpaBuTens (yaarieHHOro nonb3oBaTens) U LeNnoCTHOCTU NepeaaBaeMbIX
no MHAOPMAaLNOHHO-TENEKOMMYHUKALMOHHOW CETU MEeXOyHapOAHOro MHdopMaLnoHHoro obmeHa (cetu
CBsA3K O6LLEro NoNb30BaHUA) AAHHBIX;

yrpaeneHne JOCTyNoMm K 3aLimiiaeMbiM NepcoHanbHbIM AaHHbIM MHCPOPMALIMOHHONM CETH;

NCcnonb3oBaHne atpmbyToB 6e30MacHOCTM.

2.8. [Ins obecneyeHns 6€30NacHOCTN NePCOHarbHbIX AAHHbIX MPU MEXCEeTEBOM B3aUMOAENCTBUU
OTOENbHbIX  UHAOPMALMOHHBIX CUCTEM  4Yepe3  MHAPOPMAaLMOHHO-TENEKOMMYHUKALUUOHHYK  CETb
MeXOYyHapOA4HOro MHopMaunoHHOro obmeHa (ceTb CBsI3U OOLLEro Mosib3oBaHWs) NOMUMO METOLOB U
crnocoboB, ykas3aHHbIX B MyHkTax 2.1 u 2.4 HacToswero [lonoxeHus, NPUMEHSAIOTCS criegyrolime
OCHOBHble MeTOAbI U cnocobbl 3awuTbl HGOOPMAaLIMM OT HECAHKLMOHNPOBAHHOTO AOCTYNa:

co3gaHuve KaHana cBasn, o6ecneynBaroLLEero 3almTy nepeaaBaemMon nHopmauum;



OCyLlecTBMeHNe ayTeHTudmrKaumm B3avMMOAENCTBYIOWUX MHPOPMALMOHHBIX CUCTEM M MpOBEepKa
NOAMNVHHOCTM Nonb3oBaTenewn u LenoCcTHOCTU NepeaBaemMbIX AaHHbIX.

2.9. [Ins obecneyeHns 6€30NacHOCTN NePCOHarbHbIX AAHHbIX NMPU MEXCETEBOM B3aUMOAENCTBUU
OoTAENbHbIX NMHGOPMALIMOHHBIX cucTem pasHbIX onepaTopoB yepes
MHOPMALIMOHHO-TENEKOMMYHUKALMOHHYIO CETb MeXAyHapoOHoro WHdopmaumoHHoro obmeHa (ceTb
CBSA3M 06LEero Nonb3oBaHUsA) NOMMMO METOAOB U cnocoboB, yKaszaHHbIX B MyHKTax 2.1 1 2.4 HacTosiLero
lMonoxeHus, MPUMEHAITCA crnefylowme OCHOBHble MEeToAbl M CnocoObl 3awwuTbl UHOpMauMn oT
HeCaHKLUMOHMPOBAHHOIo AocTyna:

co3gaHue KaHana cBasu, obecneunBaroLLero 3awnTy nepegasaemMon MHpopmaLmuy;

ayTeHTUMKauma B3aUMOLENCTBYIOLNX WH(OPMALMOHHBIX CUCTEM UM MNpoOBepka MNOANIMHHOCTU
nonb3oBaTenen 1 LenoCTHOCTU NepefaBaeMblX JAaHHbIX;

obecneyeHve npenoTBpaLLEeHNss BO3MOXHOCTM OTpuLaHMa nonb3oBaTenem akra OTnpaBKu
nepcoHanbHbIX AaHHbIX APYroMy NMosib30BaTenio;

obecneyeHve npedoTBpaLLEHMS BO3MOXHOCTM OTpMUAHMA nonb3oBaTenem dakra MnonyyvyeHus
nepcoHanbHbIX AaHHbIX OT OPYroro nonb3oBaTens.

2.10. ObmeH nepcoHanbHbIMW OaHHbIMU NpyU UX 0OpaboTke B MHAOPMALMOHHBLIX CUCTEMAaX
OCyLLeCcTBMSeTCA MO KaHanaM CBSA3M, 3awuta KoTopbix obecneymBaeTcsa MyTem peanv3auuu
COOTBETCTBYIOLLUX OPraHN3aLMOHHbIX Mep 1 (Mnn) MPUMEHEHNS TEXHUYECKUX CPEACTB.

2.11. MNMogknoyeHne NHPOPMaLIMOHHON CMCTEMBI K MH(POPMAaLIMOHHON CMCTEME ApYroro Kracca unm
K MHOPMALMOHHO-TENEKOMMYHUKALNMOHHON CeTU MeXAyHapoaHoro mHdgopmauuoHHoro obmeHa (cetu
CBSA3M 06LLEero NonbL30BaHMA) OCYLLECTBISAETCS C UCNONb30BaHNEM MEXCETEBbIX 9KPAHOB.

2.12. [lporpammHOoe obecneyeHve CpeacTB  3awmuTbl  MHOpPMaUMKW, MNPUMEHSEeMbIX B
WH(OPMaLMOHHBLIX cucTemax 1 kKrmacca, MPOXOAWUT KOHTPOMb OTCYTCTBUS HeAeKnapMpoBaHHbIX
BO3MOXHOCTEN.

HeobxooumocTe nNpoBedeHust KOHTPOMsi OTCYTCTBUS  HEOEKTapupPOBaHHbIX  BO3MOXHOCTEN
nporpaMmHoro obecneyeHust CpeacTB 3awuTbl MHOPMaUUK, MPUMEHSIEMbIX B MHAOPMAaLMOHHBIX
cuctemMax 2 n 3 Knaccos, onpeaenseTcsi onepaTtopom (YnoSTHOMOYEHHbLIM JTULIOM).

2.13. B 3aBucMmocTM OT o0cobeHHoCcTen 00paboTkM NepcoHamnbHbIX [AaHHbIX W CTPYKTYpbI
WHOPMALIMOHHBIX CUCTEM MOFyT paspabaTbiBaTbCA W MPUMEHATLCS ApyrMe MeToAbl  3awuThl
WHdOpMaUMM OT  HeCaHKUMOHUPOBAHHOIO AocTyna, obecneyvBalowme HewTpanusauuio yrpos
Be3onacHOCTV nepcoHarnbHbIX AaHHbIX.

[ll. MeToapl 1 cnocobbl 3awwmTbl MHpOpMaLun
OT YTEYKM MO TEXHNYECKNM KaHanam

3.1. 3awuTa peyeBor MHGOpMaUUN U MHdopMaumMm, npeactaBneHHon B Buage MHGPOPMAaTUBHbIX
3NEKTPUYECKUX CUrHaNoB N U3NYECKUX Morein, OCyLLEeCTBRSeTCa B criyyasx, korga npv onpeaeneHuu
yrpo3 6e30MacHOCTW MepCOoHaNbHbIX AaHHbIX U (POPMUPOBAHUU MOAENW Yrpo3 MPUMEHUTENBHO K
WH(POPMALIMOHHON CcUCTEME SABMSAKOTCH  akTyanbHbIMW  Yrpo3bl  YTEYKM aKyCTMYEeCKOW peyeBou
WHopmMaunn, yrposbl YTEUKM BUAOBOW MHAOPMALUM W Yrposbl YTEYKU WHOpMauMM Mo KaHanam
NOOOYHbLIX 3NEKTPOMArHUTHLIX W3My4eHWn W HaBOAOK, OMNpPederieHHble Ha OCHOBE METOONYECKUX
OOKYMEHTOB, YTBEPXAEHHbLIX B COOTBETCTBUM C NYHKTOM 2 [NocTaHoBneHus MNpasutensctea Poccuinckon
®enepaumm ot 17 Hoabps 2007 r. N 781.

3.2. [Ina WCKMOYEHUA YTEYKM NEepCOoHanbHbIX AAHHbIX 3@ cYeT MNOBOYHBLIX 3NEKTPOMArHUTHBLIX
N3Ny4YeHU 1 HaBOAOK B MH(POPMALIMOHHBIX crucTeMax 1 knacca MoryT NpMMEHATLCS crieqyrolme MeToabl
1 cnocoBbl 3aWwmTbl MHOPMaLMK:

NCNONb30BaHNE TEXHNYECKUX CPEACTB B 3aLLULLEHHOM UCNONHEHUN;

UCnonb3oBaHWe CcpeacTs 3aluTbl UHOpMaumW, npoweawmx B YCTAHOBMEHHOM nopsake
npoLeaypy OLEeHKN COOTBETCTBUS;

pa3MelleHne 0O bEKTOB 3aLLMTLI B COOTBETCTBMU C NPEANUcCaHMEM Ha IKCMIyaTauuio;

pasMelleHre MOoHWXKaWuX TpaHC(OPMaTOPHbLIX MNOACTAHUUA 3MNEKTPONUTAHUS W KOHTYPOB
3a3eMIieHnsa TEXHNYECKUX CPeACTB B npedenax oxpaHsaemMon Tepputopuu;

obecneyeHve pasBA3KM Lenen 3NEKTPONUTaHMSA TEXHUYECKMX CPEACTB C MOMOLLbIO 3aLUMTHbIX
dunbTpoB, 6nokMpyoLWmMX (MOAABMASOLWNX) MHOPMATMBHBIN CUTHAT;

obecneyeHne SNEKTPOMArHUTHOM pPas3BA3KM MexXay JIMHUAMW CBA3UM U OPYIMMW  Lensimu
BCMOMOraTenbHbIX TEXHUYECKNX CPEACTB U CUCTEM, BbIXOOAWMMM 3a Npegenbl OXpaHIeMOon TeppuTopuu,
N MHCPOPMALIMOHHBIMM LiensMK, Mo KOTOPLIM LIMPKYNMpyeT 3aliuaemas nHdopmarms.

3.3. B uvHdopmauunoHHbIX cuctemax 2 knacca gnst obpabotkm mHbopMauMM UCNONb3yTCs
CpencTBa BbIMUCIIMTENBHOW TEXHMKW, YOOBMNETBOPSOWME TpeboBaHMAM HaLMOHANbHbLIX CTAaHOApPTOB MO
3MNeKTPOMarHNTHOM COBMECTMMOCTU, No 6e30nMacHOCTM U 3ProHOMMYECKUM TpeboBaHUSAM K cpeacTBam
oToOpaxeHns MHgopMauum, MO CaHWTapHbIM HOpMaM, MpPeabsBNAEMbIM K BUOEOAMCNIIENHBLIM
TepMunHanam cpeacTB BblYUCIIUTENBHOW TEXHUKMN.



3.4. MNpu NnpumMmeHeHnn B MHAPOPMALIMOHHBIX CUCTEMaXxX (PYHKLUKM rosIoOCOBOro BBOAA NEPCOHaNbHbIX
AaHHbIX B MHAOPMAaLMOHHYK CUCTEMY MU (PyHKUUM BOCNPOU3BEAEHUS MHAOPMALMU aKyCTUYECKUMU
cpeacTBamMm MHAPOPMaLMOHHBIX CUCTEM A51s MHGOPMaLMOHHOM cucTeMbl 1 Knacca peanmsyroTcsa MeToabl
1 cnocoBbl 3aLMTbl aKyCTUYECKOW (peyeBon) MHopMaunn.

MeToapbl 1 cnocobbl 3alnThl aKkyCTUYECKON (pedeBoi) MHopMaLMM 3aKkMnyalTes B peanusaumm
OpPraHn3auUMOoHHBIX U TEXHUYECKMX Mep Onsd obecnevyeHns 3BYKOU3OMAUUWM OrpaxaaroLlmx KOHCTPYKLMIA
nomeLleHnn, B KOTOPbIX pacrnonoxeHa WHPOPMALMOHHAA CUCTEMA, WX CUCTEM BEHTUNAUUKM U
KOHOMUMOHMPOBAHWS, HE MO3BOMSAOLWEN BECTU NPOCAYyLLIMBAHNE aKyCTUYECKON (peyeBon) nHopmaumm
npyv ronocoBOM BBOAE NEPCOHarbHbIX AaHHbIX B MHOPMALWOHHOW CUCTEME WNN BOCMPOU3BEAEHUMU
WHpopMaLIMM aKyCTUYECKUMM CPEeaCTBaAMM.

BennunHa 3Bykom3onsaumm onpeaensercs onepatopoM UCXoas U3 XapakTepUCTUK NOMELLEHUSs, ero
pacnonoxeHusa n ocobeHHocTen o6paboTkm nepcoHarnbHbIX AaHHbIX B UHPOPMALIMOHHON CUCTEME.

3.5. PasmelleHne yCTPONCTB BbiIBOAA WHMOPpMaUMM CpPeacTB BbIYUCAUTENBHON TEXHUKM,
VMHEOPMALIMOHHO-BBIYUCIIUTENBHBIX KOMIMIIEKCOB, TEXHUYECKUX CpeacTB 0bpaboTkm rpacduyeckon, Bugeo-
1 BYKBEHHO-LIMAPOBOW MHOPMaLUN, BXOAALWMX B COCTAB MH(POPMALMOHHON CUCTEMbI, B NMOMELLEHMSX,
B KOTOPbIX OHW YCTaHOBIEHbI, OCYLLECTBNAETCH TakuM obpa3om, 4Tobbl Gbina UcKknyYeHa BO3MOXHOCTb
npocMoTpa MNOCTOPOHHMMU ML aMU TEKCTOBOWM W rpadmyeckon BMOOBOW WMHOpMaUnn, coaepxaluen
nepcoHarnbHble AaHHbIE.

MpunoxeHune

K MNonoxeHuto

0 MeTodax 1 cnocobax 3alunThbl
MHdopMaLnn B MHPOPMaLIMOHHBIX
cMcTemMax nepcoHarnbHbIX AaHHbIX

METOAbI 1 CNOCOBbI SAWLUTBI NHPOPMALINA
OT HECAHKUMOHNPOBAHHOIO JOCTYTIA B SBABUCUMOCTW OT KITACCA
NH®OPMALIMOHHOWM CUCTEMbI

1. MeTogbl M cnocobbl 3awmTbl MHGOPMaLMM OT HECAHKLMOHMPOBAHHOIMO AOCTyna [Ans
obecneyeHnss 6e30NMacHOCTM MepcoHarnbHbIX AaHHbIX B WMHOPMALUMOHHBIX cucTemax 4 kracca u
LenecoobpasHoOCTb UX NPUMEHEHUS ONPEAENnATCS onepaTopoM (YNOMHOMOYEHHbBIM FTMLOM).

2. Metogbl M cnocobbl  3aWMTbl  MHOpMaUUM OT  HECaAHKLMOHWPOBAHHOIO  [OCTYNa,
obecneunBawLLme MYHKLMN yNpaBrieHnst 4OCTYNoM, perncTpauum n ydeta, obecrneyeHms LenocTHOCTU U1
©e3onacHoOro MexceTeBoro B3anMoAenCcTBMA AN MHPOPMaLMOHHBIX cucTeM 3 knacca.

2.1. Ona nHpOpMaLMOHHBIX cucTeM 3 Knacca npv OAHOMOMb30BaTENLCKOM pexume obpaboTku
nepcoHarnbHbIX AaHHBIX MPUMEHSAITCA CrieayoLmne OCHOBHbIE MeTOAb! M cnocobbl 3aLmTel MHpopMaLuu:

a) ynpaBreHue JOCTYNoM:

naeHTudmrKauma n npoeepka NOASIMHHOCTU NOMb3oBaTens npu BXoge B cMcTeMy MHpOpMaLOHHON
CUCTEMbI MO Maposilo YCMOBHO-MOCTOAHHOIO AEWCTBUS AMVMHOW HEe MeHee wecTn ByKBEeHHO-LMMPOBbIX
CVYMBOIOB;

0) perncTpauus n yyer:

pervcTpaums Bxofa (Bbixoda) Nonb3oBaTens B cuctemy (M3 cuctembl) NMOO perncTpaums 3arpy3ku
W MHMUManuM3aumm ornepaumoHHOW CUCTEMbl U ee MporpaMMHOro octaHoBa. Peructpauus Bbixoga u3
CUCTEMBI UMW OCTaHOBA He MPOBOAUTCA B MOMEHTbl annapaTypHOro OTKIMYeHUs MHAOPMaLNOHHOM
cuctembl. B napameTpax peructpaumm ykasblBalTCA AaTa U Bpems Bxoda (Bblxoda) nornb3oBaTens B
cuctemy (M3 cUCTeMbI) UK 3arpy3kn (OCTaHOBa) CUCTEMBI;

yyeT BCex 3alluiaemMblX HocutTenem uHgopmaumm ¢ MOMOLLLID UX MapKUPOBKA U 3aHeceHue
YYETHbIX JaHHbIX B XXypHan y4eTa;

B) obecneveHne LenoCcTHOCTH:

obecneyeHve LENOCTHOCTU MPOrpaMMHbIX CPEeACTB CUCTEMbl 3alnTbl NMEPCOHANbHbLIX AaHHbIX,
obpabaTbiBaemon MHOpMaLmMK, a TakKe HEM3MEHHOCTb NMPOorpaMmHoNn cpefbl. pu 3TOM LEenocTHOCTbL
NporpaMmHbIX CpedcTB MPOBEpPSeTCs Mpu 3arpy3ke CUCTEMbl MO HanMMynw MMeH (ngeHtudumkatopos)
KOMMOHEHTOB CUCTEMbl 3alUMTbl NEpPCOHAaNbHbIX [AaHHbIX, LEMOCTHOCTb MPOrpaMMHON  cpedbl
obecneynBaeTcs OTCYTCTBUEM B MHAPOPMALMOHHON CUCTEME CPEACTB pa3paboTku 1 OTragkyM Nnporpamm;

dusnyeckasd oxpaHa WHEMPOPMALMOHHON CUCTEMbl (TEXHUYECKMX CPeAcTB W HocuTenewn
WHpopmaumn), nNpegycMaTpusaroLLias KOHTPONb AOCTyna B MOMELLEeHUS WMHOPMAaLUOHHOW CUCTEMBbI
MOCTOPOHHMX MWL, Hanuume HafeXHbIX NPenAaTCTBUA ANA HeCaHKLMOHMPOBAHHOIMO MPOHUMKHOBEHUS B
nomeLLeHnUs UHPOPMALIMOHHOM CUCTEMbI U XpaHunuLle Hocutenen nHgopmaumu;



nepuoanyeckoe TeCTUpoBaHue OYHKUMIA CUCTEMBI 3aLLMTBI MEPCOHAaNbHbIX AaHHbBIX MPYU U3MEHEHUN
nporpaMmMHON cpefbl M nosib3oBatenen MHAPOPMALWMOHHOM CUCTEMbI C MOMOLLLIO TecT-Mporpamm,
UMUTUPYIOLLMX MOMbITKA HECAHKLMOHMPOBaHHOIO JOCTYNa;

HannuMe  cpeacTs BOCCT@HOBMEHUS CUCTEMBbI 3aWunThI nepcoHanbHbIX  AaHHbIX,
npegycmaTpuBaoLLnX BeAEHUE OBYX KOMUIM NPOrpamMmMHbIX KOMMOHEHTOB CPEACTB 3alluThl MHOpMaLmK,
ux nepuogmnyeckoe obHOBNEHME N KOHTPOSb PaboTOCMNOCOBGHOCTH.

2.2. Ana nHdopMaLMOHHbIX cucTeM 3 Krnacca npu MHOrononb30BaTenbCKOM pexume obpaboTku
nepcoHanbHbIX AaHHbIX W paBHbIX NpaBax AOoCTyna K HMM Nonb3oBaTenen NpUMEHSIOTCH cnegyoLwmne
OCHOBHbI€ MeTOAbl U CNOCOObI 3aLLMTbl MHOPMaLMK:

a) ynpasreHue JOCTYnoMm:

naeHTUdUKaums 1 nposepka NOANMHHOCTM MNOMb3oBaTenss npu BXOAEe B CUCTEMY O
naeHtTudukatopy (kogy) M Mapofio  YCrOBHO-MOCTOSHHOIO AENCTBUS OJfIMHOW HEe MeHee LWecTu
OyKBEHHO-LMPOBBLIX CUMBOIIOB;

0) perucTpaums u yyer:

permctpaums Bxoaa (BbixoAa) Nonb3oBaTens B cMCTEMY (M3 CMCTEMBI) MO0 perncTpaunst 3arpysku
U MHULManu3aummM ornepaumoHHON CUCTEMblI M ee MPOrpaMMHOro octaHoBa. Pernctpauus Bbixoga u3
CUCTEMbI UMM OCTaHOBAa He MPOBOAMTCA B MOMEHTbI annapaTypHOro OTKMYEHUS MHGOPMAaLMOHHON
cuctembl. B napameTpax perucrtpauumn ykasbiBalOTCS gaTa M Bpemsi Bxofda (Bbixoga) norb3oBaTensi B
cUcTemy (M3 CMCTEMbI) UMK 3arpy3ku (OCTaHOBa) CUCTEMbI, pe3ynbTaT NonbITKM BXxoda (ycrnelwiHas vnu
HeycnewHas);

yyeT BCEX 3awmuiaemblx HocuTenen uHdopmauum C MOMOLBI MX MapKUPOBKM U 3aHeceHue
YYETHbIX AaHHbIX B XXypHarn yyeTa;

B) obecneyeHme LenoCcTHOCTH:

obecneyeHne LENOCTHOCTU MPOrpaMMHbIX CPEACTB CUCTEMbI 3alUUTbl NMEPCOHANbHbLIX AaHHbIX,
obpabaTbiBaemon MHoOpMaLmKn, a Takke HEM3MEHHOCTb MporpaMMHON cpeapl. [pyn 3TOM LenocTHOCTb
NporpaMmHbIX CpeAcTB MPOBEPSETCS MpU 3arpy3ke CUCTEMbl MO HaNMM4YMio UMeEH (MAEHTUUKATOPOB)
KOMMOHEHTOB CUCTEMbI 3aluUTbl MEPCOHarnbHbIX [OaHHbIX, a LENoCTHOCTb MPOrpaMMHON cpedbl
obecneynBaeTcs OTCYTCTBMEM B MH(OPMALMOHHOW CUCTEME CPEACTB pa3paboTkn U OTNagKu Nporpamm
BO BpeMsi 06paboTKM 1 (Mn) XpaHeHWs 3aLuLLLaemMon nHopMauuu;

dumsmyeckasd oxpaHa WHHOOPMALUMOHHOW CUCTEMbI (YCTPOMCTB M HOcuTenen uHgopmauun),
npegycmaTtpuBaloLlas KOHTPOrb AOCTyNa B NOMELLEeHUs UH(POPMAaLMOHHOW CUCTEMbI MOCTOPOHHMX L,
HanMyne HaaeXHbIX MNPendaTCTBUA ANd  HECAHKUMOHMPOBAHHOMO MNPOHMKHOBEHMS B MOMELLEHUs
WH(OPMALMOHHOW CUCTEMbI Y XpPaHWUNWLLEe HocUTenen niopmauum;

nepuoanyeckoe TeCTupoBaHue MYHKUNIA CUCTEMBI 3aLLMTBI MEPCOHAanbHbIX AaHHbLIX NPY U3MEHEHUN
nporpaMmHon cpefdbl U nonb3oBaTenen MHGOPMAaLMOHHOW CUCTEMbI C MOMOLLbIO TeCT-Nporpamm,
UMUTUPYIOLLMX MOMbITKA HECAHKLVMOHMPOBAHHOIO AOCTYNa;

HanuuMe  cpeacTs BOCCTaHOBMEHUSA CUCTEMBI 3aWunThI nepcoHanbHbIX  OaHHbIX,
npegycmaTpuBaoLLnX BeAEHNE OBYX KOMUI NPOrpamMmMHbIX KOMMOHEHTOB CPEACTB 3alLMThl MHGOPMaLmK,
nx nepuognyeckoe oGHOBIEHME U KOHTPOIb paboTocnocoBGHOCTN.

2.3. Ana nHOpMaLMOHHBLIX cucTem 3 Kracca npyv MHOroMnosib30BaTeNbCKOM pexume obpaboTku
nepcoHasnbHbIX AaHHbIX M pas3HbiX MpaBax AOCTyna K HUM MNonb3oBaTener NPUMEHSAIOTCS crnegyolime
OCHOBHble MeToAbl U cnocobbl 3awmUTbl MHOPMaLNK:

a) ynpasreHue JOCTYNoM:

naeHTumKaumMa 1M npoBepka MOANMHHOCTM MONb3oBaTensd npuv BXOAEe B CUCTEMY MO Maposnto
YCINOBHO-NOCTOSAHHOIO AEWUCTBUS ANMHHON HE MeHee LWeCTn ByKBEHHO-LMMPOBLIX CUMBOIIOB;

0) perncTpauus n yyer:

pervcTpaums Bxofa (Bbixoda) Nonb3oBaTens B cuctemy (M3 cuctembl) NMOO perncTpaums 3arpy3ku
MU MHUUManu3aumMmM onepaumoHHON CUCTEMbI M ee MpOorpamMMHOro ocTaHoBa. Perncrtpauusa Bbixoga M3
CUCTEMbI WM OCTaHOBa He MPOBOAMTCA B MOMEHTbI annapaTypHOro OTKMYEHUS MHGOPMAaLMOHHON
cuctembl. B napameTpax perucrtpauumn ykasbiBaloTCsl faTa M BPeMsl Bxoda (Bbixoda) Monb3oBaTtens B
cuctemy (M3 CUCTEMbI) UK 3arpy3kn (OCTaHOBA) CUCTEMbI, pe3ynbTaT MoMbITKU Bxoda (ycnelwHas unm
HeycrnelwHas), ngeHtudpukaTop (kog unuv damunusa) nonb3oBaTtens, NpeabaABAEHHbIN MNpU MONbITKE
[ocTyna;

yyeT BCEX 3aluuiaemblx HocuTernem uHdopmauuvM C MOMOLLBI MX MapKUPOBKM U 3aHeceHue
YyYeTHbIX JaHHbIX B XXypHan y4yeTa c OTMeTKoM 06 ux Bbligaye (npueme);

B) obecneveHne LenocTHOCTH:

obecneyeHne LENOCTHOCTU MPOrpaMMHbLIX CPEACTB CUCTEMbI 3alyTbl NMEPCOHANbHbLIX AaHHbIX,
obpabaTbiBaemon nHdoOpMaLmK, a Takke HEM3MEHHOCTb MporpaMMHON cpedpl. [pyn 3TOM LenocTHOCTb
NporpaMmHbIX CPEeACTB MPOBeEPSieTCA MpW 3arpy3ke CUCTEMbI MO KOHTPOSIbHbIM CyMMaM KOMMOHEHTOB
cpencTB 3awmuThl MHOpMaLMK, a LenoCcTHOCTb NPOrpamMmHoOl cpefbl 06ecnevnBaeTcsa NCnonb30BaHNEM
TPaHCNSATOPOB C S3bIKOB BbLICOKOMO YPOBHS M OTCYTCTBMEM CPEACTB MoAaudMKauum obbeKTHOro kKoaa
nporpamm B npotiecce 06paboTku 1 (Mnn) XxpaHeHns 3aLLmLLaeMon nHdopmaumm;



dusnyeckas oxpaHa WHGPOPMALMOHHOM CcuCTEMbl (YCTPOMCTB W HoOcuTenen uHdopmaumm),
npegycmaTtpuBaroLlasi KOHTPOIb AOCTyna B NMOMeLeHNss MHPOPMaLMOHHOW CUCTEMbI MOCTOPOHHMX FnL,
HanMyne HaAeXHbIX MPendaTCTBUA ONA  HECAHKUUOHMPOBAHHOIO MPOHMKHOBEHMS B MOMELLEHUS
MHPOPMALIMOHHON CUCTEMbI U XpaHUIMLLE HOocuTenen nidopmauunu;

nepuoanyeckoe TeCTUpoBaHue MYHKUMIA CUCTEMBI 3aLLMTBI MEPCOHAaNbHbIX AAHHbBIX NPYU U3MEHEHUN
nporpaMmHoON cpefbl U Monb3oBaTenen MHGOPMAaLNOHHOW CUCTEMbI C MOMOLLbIO TECT-MPorpamm,
UMUTUPYIOLLMX MOMNbITKA HECAHKLMOHMPOBaHHOIO JOCTYNa;

Hanuune  CcpeacTs BOCCTaHOBMEHNS cucTEMbI 3aWuThI nepcoHanbHbIX  AaHHbIX,
npeaycmaTpuBaloLLnX BeAeHe ABYX KOMUIN NPOrpaMMHbIX KOMMAOHEHT CPeacTB 3alunTbl MHAopMaLmm, nx
nepunognyeckoe o6HOBNEHNE U KOHTPOISb paboTOCNOCOOHOCTH.

2.4. besonacHoe MexceTeBoe B3auMoOencTBMe Anst MHpopMaLMOHHBLIX cucTeM 3 Kracca npu ux
NOAKITIOYEHNN K CETAM MEXAYHapOAHOro MHAOpPMaLMOHHOro obmeHa, a Tawkke Ans pacnpegeneHHbIX
WHOPMALMOHHBIX cucTem 3 Kracca Mpu WX pasgerneHnM Ha MOACUCTEMbl [OCTUraeTcs MyTem
NPYMEHEHNS CPEACTB MEXCETEBOIO 3KPaHNPOBaHUA (MEXCETEBbBIX 3KPAHOB), KOTOpble 0becneynBaloT:

dunbTpaumio Ha CETEeBOM YpPOBHE [Ansl KaX4oro CEeTEeBOro MakeTa He3aBWCMMO (pelleHue o
dunNbTpauMm NPUHUMAETCS Ha OCHOBE CEeTEBbIX agpecoB OTMpaBWTENS W MoryyaTens WM Ha OCHOBeE
APYrvX 9KBMBaNEHTHbIX aTpnbyToB);

naeHTumrKaumio 1 ayTeHTMdrKaumio agMMHUCTPaTopa MEXCETEBOrO 3KpaHa Mpu ero fnokarnbHbIX
3anpocax Ha JOCTyn no naeHTudukaTopy (Kkogy) v Naporto YCroBHO-NOCTOSIHHOrO AEUCTBUS;

perncTpaumio Bxoga (Bblxoga) agMUMHMCTpaToOpa MEXCETEBOro 3KpaHa B CUCTEMY (M3 CUCTEMBI)
nnbo 3arpyskM M uHMLManu3auMm CUCTEMbl U ee MPOrpaMMHOro OCTaHoBa (perucrpauus Bbixoda w3
CUCTEMbI HE NMPOBOANTCS B MOMEHTbI annapaTypHOro OTKIMIOYEHWS MEXCETEBOrO 3KpaHa);

KOHTPOMb LeNoCTHOCTN CBOEWN NPOrpaMMHON N MHPOPMaLMOHHON YacTy;

dunbTpaumio nakeToB CcnyXebHbIX NPOTOKOMOB, CRyXalWux Ans AMAarHOCTMKM W ynpaBlieHus
paboTown ceTeBbIX YCTPOWCTB;

BOCCTa@HOBIIEHNE CBOWCTB MEXCETEBOrO 3KpaHa nocrne cboeB 1 0TkazoB 060pya0BaHUS;

pernaMeHTHOe TeCTMpOBaHWEe peanusauuu npaswun unbTpauum, npouecca uaeHTugukaumm m
ayTeHTMdVKaUMM  afMUHUCTpPATopa MEXCETEBOro 9KpaHa, Mpouecca peructpaumm  AOencTBUi
agMUHUCTpaTopa MEXCETEBOrO 3KpaHa, npouecca KOHTPONs 3a LENOCTHOCTbH MNPOrpamMmMHON U
WMHOPMALMOHHOW YacTu, Npoueaypbl BOCCTAHOBNEHMS.

MexceTeBble 3KpaHbl, KOTOpble oObecnevyMBaloT BbINOMHEHNE YKa3aHHbIX Bblwe  YHKUMA,
NPUMEHSIOTCA B pacnpefeneHHbIX MHPOPMAaLUMOHHbBIX cuctemax 2 n 1 KnaccoB nNpu UX pasgerneHnm Ha
OTAEnbHbIE YacTu.

Mpun pasgeneHnn MHAOPMALMOHHON CUCTEMBI MPU MOMOLLU MEXCETEBbIX 3KPAHOB Ha OTAEMbHbIE
4YacTW CUCTEMbI NS YKa3aHHbIX YacTen CUCTEMbI MOXET yCTaHaBnMBaTbCcsa bonee HN3KM knacc, 4em Ans
VMHOPMALIMOHHOW CUCTEMbI B LLETIOM.

3. MeTogbl w cnocobbl 3awmTbl  UHMOPMAUMM OT HECaHKLMOHMPOBAHHOIO  O0CTyna,
obecneunBaoLLme QYHKLMM yNpaBieHnst 4OCTYNOM, perncTpauumn u ydeta, obecneyeHms LenocTHOCTU U
©e3onacHoOro MexceTeBoro B3auMoAenCcTBMSA AN MHPOPMaLMOHHBIX CUCTEM 2 Knacca.

3.1. Ansa vHdOpMaLMOHHBLIX CUCTEM 2 Kracca Mpu OOHOMONb30BATENbCKOM pexume obpaboTku
nepcoHarnbHbIX NMPUMEHSATCS BCe METOAbI M CNOCOObI 3almThl MHOPMaL MU OT HECAHKLNOHMPOBAHHOIO
AOCTyna, COOTBETCTBYHWOLME WHPOPMALMOHHBIM cucTeMam 3 Kriacca npu OA4HOMOMb30BaTENbCKOM
pexvme o0b6paboTku.

3.2. Ina MHOPMAaLMOHHBIX CUCTEM 2 Knacca Npu MHOroMosb30BaTeNbCKOM pexume obpaboTku
nepcoHanbHbIX AaHHbIX W PaBHbIX MpaBax AOCTyna K HUM Mofb3oBaTenen NPMMEHSAITCS BCe MeToabl U1
cnocobbl  3aWmMTbl  MHGOPMauMM  OT  HECaHKUMOHWPOBAHHOrO  AOCTyna, COOTBETCTBYOLLME
WHOPMALMOHHBIM  cucTeMaM 3 Krnacca Mpu MHOronosfib3oBaTeNnbCKOM  pexume  0bpaboTku
nepcoHarnbHbIX AaHHbIX M PaBHbIX MpaBax AOCTyMa K HUM Nonb3oBaTenen.

3.3. na MHOPMAaUUOHHBIX CUCTEM 2 Krnacca Npu MHOroMoSb30BaTENbCKOM pexuMe obpaboTku
nepcoHarnbHbIX OaHHbIX U pasHbIX NpaBax OOCTyMNa K HUM Monb3oBaTernen peanusyoTcs Bce MeTOAbl U
cnocobbl  3aWMTbl  MHAOPMAaUMM  OT  HECaAHKUMOHWPOBAHHOIO  AOCTyMa,  COOTBETCTBYHLINE
WHOPMALMOHHBIM  cucTeMaM 3 Krnacca Mpu MHOronosib3oBaTeNnbCKOM  pexume  obpaboTku
nepcoHanbHbIX AaHHbIX U pa3HbIX NpaBax AOCTyna K HUM Nonb3oBaTenen.

3.4. be3onacHoe mexceTeBoe B3auMoaencTeme Ans MHAPOPMaLMOHHBIX CUCTEM 2 Knacca npu ux
NMOAKITIOYEHUN K CETAM MEXAyHapoAHOro MHopmauuoHHoro obmeHa AoCTUraeTcs nyTeM NpUMMEHeHUs
CpeacTB MeXCeTeBOro 9KpaHMpoBaHMsl, KOTopble obecnevnBatoT:

dunbTpaumio Ha CETeBOM YpPOBHE HE3aBMCMMO [ KaKAOoro CeTeBOro naketa (peweHve o
PunbTpauMm NPUHUMAETCS Ha OCHOBE CeTeBblX aApecoB OTMPaBUTENHA M MofyyYaTens UM Ha OCHOBEe
OPYrvX SKBMBaNEHTHbIX aTpubyToB);

dunbTpaumio nakeToB CNyXebHbIX NPOTOKOMOB, ChyXawux Ans AMArHOCTMKM WU ynpaBneHus
paboTon ceTeBbIX YCTPONCTB;

unbTpaLmMio C y4eTOM BXOLHOIO U BbIXOOHOIMO CETEBOro MHTepdenca kak cpeacTsa MpoBEPKU
NOAMNMHHOCTU CETEBLIX a4pPECOB;



bvnbTpaLmio C y4eTOM NOObIX 3HAYUMBIX MOSIEN CETEBbLIX NAaKETOB;

permctpaumio n yyet unbTpyeMbiX NakeToB (B nMapaMeTpbl peructpaumu BKIOYalOTCH agpec,
BpeMs 1 pesynbTaT hunbTpauun);

naeHTudmrKaumio 1 ayTeHTMdrKaumio agMMHUCTpaTopa MEXCETEBOro aKkpaHa npu €ro NoKasnbHbIX
3anpocax Ha J4OCTyn no naeHTudukaTopy (Koay) u Naposto yCroBHO-MOCTOSAHHOIO AENCTBUS;

perMctpauuio Bxoda (Bbixoda) agMMHMCTpPAToOpa MEXCETEBOrO 3KpaHa B CUCTEMY (M3 CUCTEMbI)
nnbo 3arpyskM M uHMUManu3aumMm CUCTEMbl U ee MPOrpamMMHOr0 OCTaHoBa (perMctpaums Bbixoga M3
CUCTEMbI HE NPOBOAUTCH B MOMEHTbI annapaTypHOro OTKIMIOYEHUS MEXCETEBOrO 3KpaHa);

perncTpaumio 3anycka nporpaMmm 1 npoLeccoB (3agaHui, 3agadv);

KOHTPOIb LLIeNOCTHOCTU CBOEW MPOrpaMMHON U MHPOPMALIMOHHOM YacTy;

BOCCTaHOBIEHNE CBONCTB MEXCETEBOro 3kpaHa nocne cboes 1 0TkazoB 060pyaoOBaHUS;

pernaMmeHTHOe TeCcTUpOBaHWe peanu3auuMum npasun unbTpaummn, npouecca perncrpauum,
npouecca uaeHTudMKauum u ayTeHTMdMKauum agMuMHUCTpaTopa MEXCEeTEeBOro 3KpaHa, npouecca
pervctpaummM OevcTBUA agMUHMCTpaToOpa MEXCETEBOro aKpaHa, Mpouecca KOHTPOMs 3a LenOoCTHOCTbIO
NporpaMmmHoON U MHPOPMALIMOHHOM YacTu, Npoueaypbl BOCCTAHOBIEHMS.

4. Metogpl U cnocoObl  3aWMThl  MHOpMaUMM OT  HECaHKLMOHMPOBAHHOIO  [OCTyna,
obecneunBaoLLme OYHKLMM yNpaBrieHnst 4OCTYNOM, perncTpauumn u yyeta, odbecnevyeHnst LenocTHOCTU U
©e3onacHOro MexceTeBoro B3auMoAeNCcTBMSA AN MHPOPMaLUoHHbIX cuctem 1 knacca.

4.1. Ana nHpopMauMOHHbIX cuctem 1 knacca npy OOHOMOMb30BaTENbCKOM pexume obpaboTku
nepcoHanbHbIX AaHHbIX MPUMEHSIOTCH CrieayoLwme OCHOBHbIE METOAbI U CMOCOBbI 3aLUMTbl MHGOPMaLMK:

a) ynpaBsreHue JOCTYNoM:

naeHTudmrKaums 1M npoBepka MNOAMMHHOCTM MONb30BaTeENs MNpyM BXOAE B CUCTEMY MO Maponio
YCNOBHO-NOCTOSAHHOIO AEWCTBUS ANMHOW HEe MeHee LWecTu 6yKBeHHO-LUMEPOBbLIX CUMBOMOB;

0) perncTpauus u yyer:

pervcTpaums Bxofa (Bbixoda) Nonb3oBaTensi B cMctemMy (U3 cuctembl) NMbo permctpaums 3arpysku
W MHULManu3aummM onepaumoHHON CUCTEMblI U ee MPOrpaMMHOro ocTaHoBa. Perncrtpauus Bbixoga M3
CUCTEMbI WUMM OCTaHOBa He MPOBOAMTCA B MOMEHTbI annapaTypHOro OTKMYEHUS MHGOPMAaLMOHHON
cuctembl. B napameTpax perucrtpauumm ykasbiBaloTCa AaTa M Bpemsi Bxoda (Bbixoga) nonb3oBaTtenst B
cucTemy (M3 CUCTEMbI) UK 3arpy3km (OCTaHOBA) CUCTEMBI, pe3ynbTaT MONbITKM Bxoda (ycnewHas wnm
HeycnewHas);

peructpaums Bbldaun nevaTHbiX (rpaduyeckmMx) AOKYMEHTOB Ha OyMaxHbii HocuTenb. B
napameTpax permcrpauuu ykasbiBaloTCa gaTta M Bpems Bblgaunm (obpalleHus K nogcucteme BbiBoAa),
KpaTkoe cogepxaHue [AOKyMeHTa (HaumeHoBaHue, Bui, Kod), cneuudukaums ycTponcTBa Bblgayu
(nornyeckoe MMs (HOMep) BHELLHEro YyCTPOMCTBA);

yyeT BCEX 3almliaemblx HocuTenem WHdopmauuvM C MOMOLLBK MX MapKMPOBKM U 3aHeCceHue
YYETHbIX AaHHbIX B XXypHan y4eTa;

ayonupyowun yyeT 3alimaemblx HocuTenen nHoopmauuu;

ounctka (obHyneHue, obe3anuumBaHue) ocCBOOOXOAEMbIX oObOnacTer onepaTVBHOW NaMATU
MHOPMALIMOHHON CUCTEMbBI M BHELUHUX HOCUTENen nHopmaumm;

B) obecrneveHne LenoCTHOCTY:

obecneyeHne LENOCTHOCTU MPOrpaMMHbIX CPEACTB CUCTEMbI 3alUUTbl NMEPCOHANbHbLIX AaHHbIX,
obpabaTbiBaemon nHdoOpMaLmK, a Takke HEM3MEHHOCTb MporpaMMHON cpedpl. [pyn 3TOM LenoCcTHOCTb
NporpaMmHbIX CpedcTB MPOBEpPSeTCsa Mpu 3arpy3ke CUCTEMbl MO HanNMuuio MMeH (MaeHTUdUKaTopoB)
KOMMOHEHTOB CPeAcTB 3awuTbl MHOPMaUMKW, a LenoCTHOCTb nporpamMmmHon cpefpl obecnedvvBaeTcs
OTCYyTCTBMEM B MHAPOPMAaLMOHHON cucTemMe CpeAcTB pa3paboTku 1 0TNagknm Nporpamm;

dmsmyeckas oxpaHa TexHUYEeCKMX CpPeacTB UHAOPMALMOHHBIX CUCTEM (YCTPOWCTB M HOCUTENEn
nHdopmaumm), npegycMaTpmBatoLLas MOCTOSTHHOE Hannyne oxpaHbl TEPPUTOPUM U 30aHUS;

nepuoanyeckoe TeCTUpoBaHUE OYHKLUMIA CUCTEMBI 3aLLUTBI MEPCOHANbHbLIX 4AHHbLIX NPYU U3MEHEHUN
nporpaMmHoli cpefbl U Monb3oBaTenen MHGPOPMALMOHHOW CUCTEMbI C MOMOLLbIO TECT-MPOorpamm,
UMUTUPYIOLLMX MOMbITKA HECAHKLMOHUPOBAHHOIO JOCTYNa;

HanuuMe  CpeacTB  BOCCTAHOBIEHUS CUCTEMbl  3alUThI nepcoHanbHbIX  AaHHbIX,
npegycmaTpuBaoLLnX BeAEHNE OBYX KOMUI NPOrpamMmMHbIX KOMMOHEHTOB CPEACTB 3alLMThl MHGOpPMaLmK,
nx nepuognyveckoe obHOBMNEHME U KOHTPONb paboTocnocobHOCTH.

4.2. Ana nHMOpPMaLMOHHbIX cucTtem 1 Kracca npu MHOrononb30BaTeNbCKOM pexunme obpaboTkm
nepcoHanbHbIX AaHHbIX M paBHbIX MpaBax AOCTyna K HMM MoNnb3oBaTenen NpPUMEHSAIOTCH crnegyowme
OCHOBHble MeToAbl U cnocobbl 3aWwmUTbl HOPMaLNK:

a) ynpaBneHue A4OoCTYNoMm:

naeHTudmkauma 1 nposBepka NOANMHHOCTM MOMb30oBaTenss npuv BXxOo4e B CUCTEMY MO
naoeHtTudumkatopy (kogy) W Maposito  YCIOBHO-MOCTOSHHOIO LENCTBUS [ONIMHOW HE MEHEee LIEeCTU
OyKBEHHO-LMPPOBLIX CUMBOJIOB;

naeHTumrKaumsa TEXHUYECKMX CPeacTB MH(OPMALMOHHBLIX CUCTEM W KaHaroB CBS3W, BHELUHUX
YCTPONCTB MH(POPMALMOHHBIX CUCTEM MO UX FIOrMYeckUM agpecam (Homepam);

naeHTMdurKaums nporpamMmm, TOMOB, Katanoros, annos, 3anncen, Nonen sannucen No MMeHam;



0) perucTpaums u yyer:

perncrtpaumsi Bxoga (Bbixoga) nonb3oBartensi B cUCTeMy (M3 cuctembl) Nnbo pernctpaums 3arpysku
U MHUUManu3aummM ornepaumoHHON CUCTEMbl U ee MPOrpaMMHOro octaHosa. Perncrtpauusa Bbixoga um3
CUCTEMbI UMM OCTaHOBAa He MPOBOAMTCA B MOMEHTbI annapaTypHOro OTKIYEHUS MHGOPMAaLMOHHON
cuctembl. B napameTpax perucrtpauumn ykasbiBalOTCS gaTa M BpeMsi Bxoda (Bbixoda) Monb3oBaTtens B
cuctemy (M3 CUCTEMbI) UK 3arpyskm (OCTaHOBa) CMCTEMBI, pe3ynbTaT MONbITKM Bxoda (ycnewHas vnm
HeycrnewHas), ngeHtudpukatop (kog unum damunusa) nonb3oBaTtens, NpPeabABMAEHHbIN MNpU MONbITKE
poctyna;

peructpaums Bbldayn nevaTHbIX (rpaduyeckmx) AOOKYMEHTOB Ha OyMaxHbli Hocutenb. B
napameTpax permcrpauumn ykasbiBaloTCsa gaTa M Bpems Bblgadu (obpalleHus K nogcucteme BbiBoAa),
cneumdukaumss yCTpOMUCTBa Bbldayun (rnormdeckoe uMsi (HOMep) BHELUHEro YCTPOWCTBA), KpaTkoe
cogepxaHve [OKyMeHTa (HaumeHoBaHue, BuA, wWwudp, kopd), uaeHTMdukaTop nonb3oBaTens,
3anpoCKBLUETO AOKYMEHT;

permcTpaums 3anycka (3aBepLueHuns) nporpaMmm 1M NPoLEeccoB (3agaHunn, 3agayv), NpegHa3HauYeHHbIX
Anst obpaboTkn nepcoHanbHbIX AaHHbIX. B napameTpax perncrtpauum ykasblBalTCA gaTa M Bpemsi
3anycka, ums (MgeHTMdukaTop) nporpammbl (Mpouecca, 3ajaHus), uaeHtTudumkaTop nonb3oBaTens,
3anpocumBLLero nporpammy (npouecc, 3agaHue), pesynbTar 3anycka (yCrneLlHbIW, HeYyCneLwwHbIn);

permcTpaums nonbITOK AOCTyna NporpaMMHbIX CPEACTB (MporpaMm, NpoLeccoB, 3adad, 3agaHum) K
3awmuaemblm cannam. B napameTtpax permctpaummn ykasbiBalOTCSA aTta M BpeMs MOMbITKM AOCTyna K
3awmuaemomy awny € ykasaHuem ee pesynbrata (ycnewHas, HeycnewHas), wuaeHtudukatop
nonb3oBaTtens, cneuMpukauus sawmwaemoro ganna;

permctpaums MONbITOK AO0CTyna MPOrpaMMHbIX CPeAcTB K AOMOSMHUTENbHLIM - 3aluLLaemMbiv
obbekTam goctyna (TepMmuHanam, TEXHMYECKMM cpeacTBaMm, y3nam CeTW, NMHMAM (KaHamam) CBSA3W,
BHELHUM YCTpPOWCTBaM, MnporpaMmmam, TOMaM, Kartamnoram, cdamnam, sanucam, nonsm 3anucen). B
napameTpax perucrpaumm ykasblBaloTca gaTa M Bpems MomnbITKM OCTyna K 3aliuliaeMoMy OOBbEKTy C
yKkasaHuem ee pesynbraTta (ycnewHas, HeycrnelwHas), naeHTudukaTop nonb3oBaTtensd, cneuudukaums
3awmuiaemoro obbekTa (normyeckoe mms (Homep));

yyeT BCEX 3aluLiaemblx HocuTenen uHdopmaumvM C MOMOLLBI MX MapKUPOBKM U 3aHeceHue
YYETHbIX JaHHbIX B XXypHan yyeTa ¢ OTMeTKon 06 1x Bbigaye (npueme);

OyonvpyloLwmn yyeT 3almiaemblx Hocutenen nHgopmaumm;

ounctka (obHyneHue, o6eanuuMBaHue) ocBODOOXAaeMbix obnacten onepaTtMBHOW MAMSTU
WH(OPMALMOHHBIX CUCTEM M BHELLIHUX HOCUTENen nHdopmaumu;

B) obecneveHme LenoCcTHOCTH:

obecneyeHre LENOCTHOCTM MPOrpaMMHbIX CPEACTB CUCTEMbl 3almMTbl NEPCOHAarNbHbIX AaHHbIX,
obpabaTbiBaemon nHOpMaLmMK, a Takke HEM3MEHHOCTb MporpaMMHON cpedpl. [1pn 3TOM LenocTHOCTb
CUCTEMbI 3alUTbl MEPCOHAamNbHbIX AaHHbIX MPOBEPSETCS MpU 3arpy3ke CUCTEMbI MO HanMuMl MMEH
(noeHTNdUKaTOPOB) €€ KOMMOHEHT, a LEeNIOCTHOCTbL NPOrpaMMHON cpefpbl obecneynBaeTcst OTCYyTCTBMEM
B MHPOPMALMOHHON cUCTEME CpeacTB pa3paboTKM U OTNaLKN NporpamMm;

dusnyeckaa oxpaHa TEXHUYECKUX CPeAcTB UH(OPMALMOHHON cuUcTeMbl (YCTPOMCTB U HOCUTENEW
nHdopmaumm), npegycMaTpmBaioLLas MOCTOSHHOE Hanu4yme oxXpaHbl TEPPUTOPUN 1 30aHNS;

nepuoanyeckoe TeCTUpoBaHUe OYHKLUMIA CUCTEMBI 3aLLUTBI MEPCOHANbHbLIX AAHHbLIX NPYU U3MEHEHUN
nporpaMmHon cpefbl M nonb3oBatenen MHAOOPMALMOHHOW CUCTEMbI C MOMOLLLIO TeCT-nporpamMm,
UMUTUPYIOLLMX MOMbITKA HECAHKLMOHMPOBaHHOIO JOCTYNa;

Hanuune  cpeacTs BOCCTaHOBMEHUSA CUCTEMBI 3aLmThI nepcoHanbHbIX  AaHHbIX,
npegycmaTpuBaloLLnX BeAeHUe OBYX KOMUI NpOorpamMmMHbIX KOMMNOHEHTOB CPEACTB 3alumThl MHOpMaLmm,
nx nepuognyveckoe obHOBMNEHME M KOHTPONb paboTocnocobHOCTH.

4.3. Ana nHPOpPMaLMOHHbLIX cucTem 1 Krnacca NpyM MHOrononb30BaTeENbCKOM pexume ob6paboTku
nepcoHasnbHbIX AaHHbIX M pas3HbiX MpaBax AOCTyna K HUM MNonb3oBaTener NPUMEHNAIOTCS crnegyoLme
OCHOBHble MeToAbl U cnocobbl 3awuTbl HDOPMaLNK:

a) ynpaBreHue AOoCTYyNoMm:

naeHTumKkaums M npoBepka MNOANMHHOCTM MNOMb30OBaTens npu BXO4Ee B CUCTEMY nNO
naeHtTudumkatopy (kogy) W Maposito  YCIOBHO-MOCTOSHHOIO AENCTBUS [ONIMHOW HE MEHEee LIEeCTu
OyKBEHHO-LMPOBBLIX CUMBOIOB;

naeHTumrKauma TepMMHAaNoB, TEXHUYECKMX CpeacTB, Y3MOB CETWU, KaHamnoB CBSA3W, BHELUHWX
YCTPOMWCTB MO NIOrMYECKUM UMEHAM;

naeHTudukaLms nporpamMmm, TOMOB, KaTanoros, hannos, 3anucemn, Nonen sannucemn No MMeHam;

KOHTPOMb [JOCTyMNa nonb3oBaTenen K 3aliMliaeMblM pecypcam B COOTBETCTBUM C MaTpuuen
[ocTyna;

6) perucrtpauus u yyer:

peructpaums Bxofda (BbIxoga) nonb3oBaTtenem B cucTeMy (M3 cucTembl), nnbo perncrpauus
3arpyskn M UHMLManu3aumMm OnepaunMoHHOW CUCTEMbI M €e MporpammHOro ocrtaHoBa. Peructpauwms
BbIXO4@ W3 CUCTEMbI MM OCTaHOBa HE MNPOBOAUTCA B MOMEHTblI annapaTypHOro OTKIHYEHUS
MHdOpMaLMOHHOM cucTeMbl. B napameTpax perncrtpauum ykasbiBaloTcst faTa M Bpems Bxoga (Bbixoaa)



nonb3oBaTensa B CUCTEMY (M3 CUCTEMbI) UK 3arpy3kn (OCTaHOBA) CUCTEMBI, pe3ynbTaT MOMbITKM BXOAa
(ycnewHas unm HeycnewHas), naeHtudumkatop (kog unu damunus) nonb3oBaTtens, NpeabsBNEHHbIA Mpu
nonbITKe AOCTYNa, KOA UMK Naposb, NPeabABIEHHbIN MPU HEYCMELIHON MOMbITKE;

peructpaums BbldauM nevaTtHbIX (rpaduyeckMx) [AOKYMEHTOB Ha OyMaxHbIi HocuTenb. B
napameTpax perucrpauumn ykasbiBaloTCs daTa M Bpems Bbigaun (obpalleHus K nogcucreme BbiBoAa),
cneundmrkauma ycTpoOMCTBA BblgayM (rormyeckoe wumsa (HOMep) BHELHEero YCTPOWCTBA), KpaTkoe
cogepxaHve [OKyMeHTa (HaumeHoBaHue, Bua, wWwudp, KoA), wuaeHTudukatop nonb3oBaTend,
3anpoOCUBLLENO JOKYMEHT;

perncTpaums 3anycka (3aBepLueHusi) nporpaMm 1 NpoLEeccoB (3agaHunn, 3agad), npegHasHayYeHHbIX
ana obpaboTkn nepcoHanbHbIX AaHHbIX. B napameTpax peructpauuu ykasblBalTCs AaTta U Bpems
3anycka, umsi (ugeHTudumkaTop) nporpammbl (Mpouecca, 3agaHus), uaeHTudurkaTop nonb3oBaTtens,
3anpocuBsLUero nporpammy (npouecc, 3agaHune), pesynbTart 3anycka (yCrneLlHbIn, HeyCneLwHbIn);

permcTpaums nonbITOK AOCTyna NporpaMMHbIX CPeAcTB (MporpaMm, NpoLeccoB, 3afdad, 3agaHun) K
3awmuaemblm annam. B napameTpax permctpauum ykasbiBaloTCs Aata M BpeMs MOMbITKM JOCTyna K
3awmuiaemMomy anny € ykasaHuem ee pesynbrata (ycnewHas, HeycrnewHas), wuaeHtudukaTtop
nonb3oBaTtens, cneuMdpukauus sawmaemoro ganna;

peructpaumsi MonbITOK AOCTyna MpPOrpaMMHbIX CpPeacTB K AOMOSNHUTENbHBIM - 3alMLLaeMbIM
obbekTam goctyna (TepMmHanam, TEXHUYECKMM cpeacTBaM, y3ram CeTW, NMHUAM (KaHaram) CBS3W,
BHELUHUM YCTpOMCTBaM, MporpammMam, ToMam, katanoram, dannam, 3anucam, nonsm 3anucein). B
napameTpax peructpauum ykasbiBaloTCa AaTta M BpeMs MOMbITKUM AOCTyna K 3awmiiaeMomMy obbekTy C
yKasaHuem ee pesynbTata (ycrnelwHas, HeycnewHas), naeHtndukaTop nonb3oBartens, cneumpukaums
3awmiaemoro o6bekTa (nornyeckoe ums (Homep));

yyeT BCeX 3aluuiaemMblX Hocutenem uHgopmaumm C MOMOLLbI0 WX MAapPKUPOBKU U 3aHECeHue
YYETHbIX JaHHbIX B XXypHan y4yeTa ¢ 0oTMeTKoM 06 nx Bbigaye (npueme);

ounctka (obHyneHue, obe3anuumBaHue) ocBOOOXOAeMbIXx obnacTer onepaTVBHOW NaMATU
WHOPMALIMOHHOW CUCTEMbI Y BHELLHWUX HAaKONUTENEN;

B) obecrneveHne LenoCTHOCTH:

obecneyeHne LENOCTHOCTU MPOrpaMMHbLIX CPEACTB CUCTEMbI 3alUMTbl NMEPCOHANbHbIX AAHHbIX,
obpabaTbiBaemon MHOpMaLmMK, a Takke HEM3MEHHOCTb MporpaMMHON cpeapl. [pyn 3TOM LenocTHOCTb
CUCTEMBbI 3alUWTbl MEPCOHamNbHbIX AaHHbIX MPOBEPSIETCS MNpPU 3arpy3ke CUCTEMbl MO KOHTPOSbHbIM
CyMMaM KOMMOHEHTOB CUCTEMbI 3alluTbl, a LENIOCTHOCTb MNPOrpaMmMHON cpedbl obecneynBaeTcs
NCNONb30BaHNEM TPAHCIIATOPOB C A3bIKOB BbICOKOrO YPOBHS WM OTCYTCTBMEM CPeacTB Moaudukaumnm
06BbEKTHOro Koga nporpaMm B npouecce 06paboTkM 1 (M) XpaHeHMs NePCOHanbHbIX AaHHbBIX;

dmsmyeckas oxpaHa TEXHWYECKMX CpeacTB MHPOPMALMOHHON CUCTEMbI (YCTPOMCTB U HOCUTENEN
WHpopmaumm), npegycmaTpuBarolas KOHTPOMb AOCTyNa B MOMELLEHMSI MOCTOPOHHUX UL, Hanuive
HadEXHbIX NPEnATCTBMA ANs HECaHKUMOHUPOBAHHOIO MPOHUKHOBEHUS B MOMELLEHUS W XpaHWuLe
HocuTenen nHdopmMmaLuu;

nepuoanyecKkoe TECTUPOBaHUE (PYHKUMIA CUCTEMBI 3aLLUTBI MEPCOHAnNbHbLIX AAHHbLIX NPY U3MEHEHUN
nporpaMmHoli cpefbl U Monb3oBaTenen MHGPOPMALMOHHOW CUCTEMbI C MOMOLLbIO TECT-MPOorpamm,
UMUTUPYIOLLMX MOMNbITKA HECAHKLMOHMPOBAHHOIO JOCTYNa;

HanuuMe  cpeacTs BOCCTaHOBMEHUS CUCTEMBI 3alWunThI nepcoHanbHbIX  [aHHbIX,
npeaycMaTpyBaroLLnX BeOeHNE OBYX KOMUIA NMPOrpaMMHbIX KOMMOHEHTOB CPeacTB 3aluTbl MHopMaLumu,
nx nepuognyeckoe obHOBMNEHME 1M KOHTPONb paboTocnocobHoCTH.

4.4. be3onacHoe MexXceTeBoe B3aMModencTeme ans MHGOpMaumMoHHbIX cnuctem 1 knacca npu nx
NOAKMIOYEHUN K CETAM MEXAYHAapPOLHOro MHAOPMALMOHHOIO oOMeHa AocTuraeTcs nyteM npuMeHeHUst
CPEACTB MEXCETEBOro 3KPAHNPOBAHUS, KOTOPbIE 00ECNeYnBatoT BbINOMTHEHUE CrieayLWmMX QYHKLMRA:

dunbTpaumio Ha CETEeBOM YPOBHE [Ansl KaXOoro CEeTEBOro MakeTa He3aBWCMMO (pelleHue o
punbTpaumMm NPUHUMAETCA Ha OCHOBE CETEBbIX apecoB OTMPaBMTENS U MONydaTens WM Ha OCHOBE
APYrvX SKBMBaNEHTHbIX aTpnbyToB);

dunbTpaumio nakeToB CNyXebHbIX NPOTOKOMOB, CRyXawWux Ans AMArHOCTMKM W ynpaBlieHus
paboTo ceTeBbIX YCTPONCTB;

dunbTpaLmio ¢ y4eTOM BXOLHOTO M BbIXOOHOIMO CETEBOro MHTepdpenca Kak cpeacTBa NPOBEPKM
NOAJSIMHHOCTU CETEBLIX afpECOB;

unNbTPaLMIo ¢ y4eTOM MOObIX 3HAUYNMBbIX MOSIEN CETEBbIX NAKETOB;

bunbTPaLMIO Ha TPAHCMOPTHOM YPOBHE 3arpoOCOB Ha YCTAHOBMEHWE BUPTYallbHbIX COEAUHEHWI C
Y4E€TOM TPAHCMOPTHBLIX aAPEeCOB OTNPABUTENSA U NofyYaTens;

unbTPaLMO Ha NPUKNAOHOM YPOBHE 3arpoCOB K MPUKMIaAHbIM CEPBUCAM C YY4ETOM MPUKNagHbIX
agpecoB OTMpaBuTENS 1 Nony4vaTens;

unbTpaLmIo C y4eTOM AaThl U BPEMEHMU;

ayTEHTUdMKALMIO BXOOALWMNX N UCXOOALLMX 3aNpOCOB METoAaMW, YCTOMYMBBIMUA K NACCUBHOMY U
(Mnn) aKTMBHOMY NPOCHYLUMBAHUIO CETY;

permctpaumio 1 yy4et unbTpyeMbiX NakeToB (B nMapaMeTpbl peructpaumu BKIOYalTCH agpec,
BpeMs 1 pesynbTaT hunbTpayun);



perucTpaumio u y4eT 3anpocoB Ha yCTaHOBMNEHWE BUPTYyarbHbIX COEANHEHWN;

noKanbHYH CUrHaNM3aumMIo NOMbITOK HapyLIeHUs npasun punbTpaumu;

naeHTumrKaumio 1 ayTeHTMdrKaunio agMMHUCTpaTopa MEeXCeTEeBOro aKpaHa npu ero fiokanbHbIX
3anpocax Ha AOCTyn No naeHTudukaTopy (Koay) u Naposto YyCroBHO-MOCTOSAHHOIO AENCTBUS;

npegoTBpalleHne [ocTyna  HeugeHTMUUMPOBaAHHOrO Mnonb3oBaTens wnu  Nonb3oBaTtens,
NOAMNVHHOCTb MAEHTUMMKaLMM KOTOPOro Npu ayTeHTMdMKaLMM He NOATBEPAUNACS;

naeHTUdmKaumMio 1 ayTeHTudmKaumio agMmMHUCTpaTopa MexXceTeBoro akpaHa npuv ero yaaneHHbIX
3anpocax MeTogamu, yCTONYMBLIMU K MACCMBHOMY U aKTUBHOMY nepexsaTy uHdopmaumu;

perncTpaumio Bxoda (Bbixoga) agMUHUCTPaToOpa MEXCETEBOro JKpaHa B CUCTEMY (M3 CUCTEMbI)
nnbo 3arpyskM M uHMLManusauMm CUCTEMbl U ee MPOrpaMMHOro OCTaHoBa (perucrpauus Bbixoda w3
CUCTEMbI HE NPOBOAUTCS B MOMEHTbI annapaTypHOro OTKIMIOYEHUS MEXCETEBOrO 3KpaHa);

perncTpaumio 3anycka nporpaMmm 1 NpoLeccoB (3agaHuin, 3agad);

peructpauvio OencTBus agMMHUCTpATopa MEXCETEBOro 9JKpaHa MO W3MEHEHW npaBun
dunbTpaumm;

BO3MOXHOCTb AWCTaHLUUOHHOIO YNpaBfeHNsi CBOMMW KOMMOHEHTaMM1, B TOM 4YMCI€ BO3MOXHOCTb
KOHpUrypmpoBaHusi (punbTpoB, MNPOBEPKM B3aMMHOW COMNacoBaHHOCTM BCeX (UMbTPOB, aHanuaa
perncTpaunmoHHONn MHdopMaLuu;

KOHTPOIb LLeNOCTHOCTY CBOEW NPOrpaMMHON 1 MHPOPMAaLMOHHOW YacTw;

KOHTPOSb LENOCTHOCTM MpOorpaMmMHON U MHEOPMALMOHHON YaCTW MEXCETEeBOro 3kKpaHa no
KOHTPONbHbIM CyMMaM;

BOCCTaHOBIEHNE CBONCTB MEXCETEBOro 3KpaHa nocne cboes 1 0TkazoB 060pyaOBaHNS;

pernaMmeHTHOe TeCTUpOBaHWe peanu3auuMum npasun unbTpaummn, npouecca perncrpauum,
npouecca naeHTUdnKkauum n aytTeHTndukaumm 3anpocos, npouecca naeHTudukaummn n ayteHTndukaummn
agMUHUCTpaTopa MEXCETEBOro 3KpaHa, Mpouecca peructpaumm  OEeNcTBMW  agMUHMCTpaTopa
MEXCETEBOro aKkpaHa, npoLecca KOHTPOMs 3a LenoCTHOCTbH MPOrpaMMHONA U MHAOPMALIMOHHONM YacTu,
npouenypbl BOCCTaHOBMNEHNS.

5. AHanus 3alMLeHHOCTU NpPOBOAUTCA AN pacnpefeneHHbIX MHAOPMAaLMOHHBLIX CUCTEM U
MHOPMALIMOHHBIX CUCTEM, MOAKMIOYEHHBIX K CETAM MEeXOYyHapOAHOro WMHAOPMaLMOHHOro obmMeHa,
nytem NCMNoONb30BaHNs B  CcoCTaBe  MH(pOpMaLUOHHOWN CcUCTEMBI NporpamMmHbIX  WIn
nporpamMmHo-annapaTHbiX CPEACTB (CUCTEM) aHanmnsa 3aLlMLLEHHOCTN.

CpenctBa (cuctembl) aHanusa 3alUMLLEHHOCTM OO0MMKHbI obecnevrBaTb BO3MOXHOCTb BbISBMEHMWS
ySA3BMMOCTEWN, CBSA3aHHbIX C owmnbkaMm B KOHUrypaumm nporpaMmmMHoOro obecnevyeHnss MHAPOpMaLMoOHHON
CUCTEMBbI, KOTOPbIE MOryT BbITb MCMONB30BaHbI HApyLIMTENEM AN peanu3auun atakm Ha CUCTEMY.

6. OBGHapyXeHune BTOPXKEHWUI NPOBOAUTCS ANS MH(POPMALMOHHbBIX CUCTEM, NMOAKITIOYEHHBIX K CETAM
MEXAyHapOAHOro WHGOpPMaUMOHHOro obmeHa, MyTeMm UCMNoMb30oBaHWs B COCTaBe MHAOPMALMOHHOMN
CUCTEMbI MPOrpPaMMHbIX UMW NPOrpaMMHO-annapaTHbIX cpeacTB (CucTem) obHapyXeHUs1 BTOPXKEHWIA.

7. Onsa vHdopMauuoHHbIX cuctem 1 knacca NpuMMEHsIeTcs NporpaMmHoe obecrneyeHne cpeacTs
3aWmThl MHpopMauunM, COOTBETCTBYHOLLEE 4 YPOBHIO KOHTPONS OTCYTCTBMS HeLEKNapMpOBaHHbLIX
BO3MOXHOCTEN.




